Act I: 
The Dramatic Opening 



Imagine you've been given a USB 
drive that was found at the 
scene of a murder. 

It's believed to contain a 
personal digital archive filled 
with clues about the crime and 
the identity of the victim. 

What's in the archive? 
And who created it? 



P@^s©&&! Digital %&dfa±w±ng 






BY: 



Wendy Hagenmaier 

Digital Collections Archivist, Georgia Tech Archives, and 

former Outreach and Advocacy Manager 
for the Society of Georgia Archivists 

Oscar Gittemeier 

Youth Services Librarian, Atlanta-Fulton Public Library, 

East Atlanta Branch, 
representing the Georgia Library Association 

Michelle Kirk 

Program Manager and eRecords and Information Governance 
subject matter expert for Iron Mountain Incorporated, 

representing ARMA Atlanta 



Act II: 
The Backs tory 
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Part I: 

The What and the Why of Personal Digital Archiving 



Be Proactive about Your Rights 



How can you make proactive choices about the f 9 
digital records you own and to which you own M 
copyright? 



• Use a Creative Commons license standard: 
https://creativecommons.org/choose/ ^ rB5S~S 

• Check out the DPLA's Getting it Right on Rights 
project: http://dp.la/info/about/projects/getting-it- 
right-on-rights/ 



IT 



4 5 -minute 

Best Practices for the Digital Afterlife 



Personal Digital Records Ecosystem 





LOCAL 


OFFSITE 


HARDWARE 


• Personal computer 

-Internal: CPU, RAM, motherboard, storage drive « 
(magnetic, optical, or solid state), etc. ^ 
-Peripheral: USB devices, keyboard, monitor, etc. 

• Other devices: phone, camera, external drives, 1 


[ 


SOFTWARE 


• Filesystem ^ 

• Operating System (Windows, OS X, Linux) 
•Applications (MS Word, iMovie, Adobe Photoshop, 

AutoCAD, Firefox, etc.) A 


• Web Applications (Gmail and Google Drive, 
DropBox, iCIoud, Facebook, Twitter, Flickr, etc.) 


1 


• Data & metadata intentionally created by user 
(image, video, document, code, etc.) »| 

• Data & metadata created by system (log files, etc.) ^ 


• Data & metadata intentionally created by user 
(tweet, image, video, document, code, etc.) 
Data & metadata created by system (log files, 
' transactional data that assists with management of 
distributed systems, etc.) 



Part V: 

Privacy and Security of Personal Digital Records 



Lifecycle of Digital Stewardship 



Create, Organize, 
Describe 




ration 
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Actively Preserve 




r i 

Store to 
Preserve 
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Part I: The What and the Why of Personal Digital Archiving 
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Glenn, H. (2013, July 20). *'ln The Digital Age. the Family Photo Album Fades Away.' NPH. 
http://www.npr.org/blogs/alltechcsrs derec/2Q13/C7/25/205425576/preserving-family-photos-in- 
digital-age 

Google Dictionary. (2014). "Record." http://www.google.com/search?q=define+record 

Lee, C. (2011). ( Digital: Personal Collections in the Digital Era. Chicago, IL: Society of American Archivists. 
http://www.worldcato'g/oc c/739914168 

Library of Congress. (2014). ' Personal Digital Archiving.* http://digitalpreservation.gov/personalarchiving/ 

Library of Congress Digital Preserva tion. [ 20141 . Thfi gjgrjal * PersojBLAxchi\ 

http:,//blogs locgcy/sigitslpreservaf 



Library of Congress National Digital 
Perspectives on Personal Digital Arc* 
http://www.digitalpre5ervation .gQv/docLnents/ebookpdLmarchl. 
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Personal Digital Archiving Workshop 
Activity 

July 31, 2014 - Society of Georgia Archivists, 
Georgia Library Association, ARMA Atlanta 



Find the Person in the Personal Digital Archive: Murder Mystery Edition! (25 minutes) 

Time to channel Agatha Christie. Sherlock Holmes, and your favorite character from Clue. Imagine you ve been 
given a USB drive that was found at the scene o f a nu'der, and it is believed to contain a pe'scnal digital 
archive that could reveal clues about the crime ar^ttie identity of the victim. (Best practice would not be to 




ng where it came from, but in this case., we can 
|p belonging to one of your group 




exp ore treccr:*-itiof si* orphanec JSE d' 
assure you that the drive and its contents are* 
merr :ers 5ic e>:s :re the dig tal -eco-ds As = g^ 

1. How would you describe the contents (filesjJirecti 

2. Briefly, how did the creator of the archi 

3. 3ased on your e>c orat c f tre archi /t, Pu ^ta^ij^^ *^ •' h T : ' 

clues and make inferences about the cerson s cccupatiPI^^'ests erg 

sentence, how would you characterize the person" 5 (You can even take 

like.) 



4. Which of the digital records might be important to preserve for the long term? Which of the records 
not be important to preserve for the long term? 

5. Which of the directories or files might contain private information? 

6. Do you notice or have you encountered any potential preservation problems? (Files that can t be opened, 
for example?) 

7. How do the features of the archive (such as filenames, organization scheme, file format, etc.) make some of 
the records easy to unde r stand and some of them impossible to understand? In your opinion., what 
examples of good and bad personal digital arcniving pract ce doycu see? 



Small Group Reflection and Discussion about Personal Digital Archiving (10 minutes) 

As a group, discuss the following: 

1. In your experience or opinion, what do you think is the most challenging aspect of archiving your own 
sersons c git? records? 

2. Has this workshop inspired you to consider your personal digital records in a new way? Has it inspired you 
to T5--r 5 c-ir-ge 3 p ou t now ,cj ^"5 ":5ge . i l - records? Has t brought jp lew c uestions arc un «sg zed 
cnal enges" 

3. Some information professionals predict that in the future, creators will bear more of the burden for 
preserving their own records themselves, rather than relying on archives, libraries, and institutions to 
preserve their records. Do you ag r ee with this prediction? If so, how do you think information professionals 
should prepare for this kind of future? How do you think information professionals could partner with and 
tram creators to preserve 'ecords? 

Large Group Sharing and Discussion (10 minutes) 

The entire workshop class wi I gather together to share insights. 

1. What themes and insights d d your g r oup discover during the Find the Person in the Personal Digital Archive 
challenge? Who do you think the creator is? What did you discover about their archiving practices' 



and questions arose during your group reflection and discussion about personal 



8. Based on your obse'vations and understanding of the creator now would yco rename and rearrange the 
files into an order that would support the long-term preservation of the files? Imagine organizing them in a 
way that would help the creator's children make sense of the files in the future. Would you change how or 
whe r e they are storec -5 Explain your decisions. 
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Act IV: 
The Plot Twist 



Find the Person in 




lE^Ik® p^s^osa^X dli^jife^X ©^(glbii,^© 

the scheme 

mystery narrative & 

preservation bdslb 
(and worst) practices 



RANSOMCLOUD 



1 1 I 




©h noooo! 



This repository Search 



GitHub 

openpreserve / format-corpus 

An openly-licensed corpus of small example files! 



Explore Features Enterprise Blag 



Sign up 



Sign in 



<3> Watch 15 it Star 23 V Fork 11 



I a wide range of formats and creation tools. 



245 commits 




9 contributors 












p branch master- format-COrpUS / + 














added another ODT 


bitsgalore authored on Nov 18. 2013 


latest 


commit 9ebe7b5Sde S 


ft desktop-publishing/lnDesign 


Added desktop publishing/lnDesign example files 


2 years 


ago 


ft ebooks 


Added more example CCO files, this time from iBooks Author 2.0. 


2 years 


ago 


ft file-archive 


added office, statistica. pcraster. arj samples 


2 years 


ago 


ft filesys-trials 


Updated readme. md of PDF Horror Corpus 


2 years 


ago 


ft g ovd o c s 1 -e rro r-pdfs 


Add pdfs from Govdocsl that are potentially broken 


2 years 


ago 


ft jp2k-formats 


added jpeg 2000 samples 


2 years 


ago 


ft jp2k-test 


fixed typo 


3 years 


ago 


ft knowledge-management 


Set of various files from @carusb including personally validate migr.. 


2 years 


ago 


ft office -examples 


MS Access files provide by David Clipsham under CCO. 


2 years 


ago 


ft office 


added another ODT 


a year 


ago 


ft pc raster 


added office, statistica. pcraster, arj samples 


2 years 


ago 


ft pdfCabinetOfHorrors 


fixed problem with attachment annotation PDF 


2 years 


ago 


ft statistica 


added office, statistica. pcraster arj samples 


2 years 


ago 


ft t iff-exa m pi e s/NAN ETH_8 bpp_gr. . . 


added a digitally signed PDF 1.7 portfolio with multiple sheets, form.. 


2 years 


ago 



<> Code 

® Issues 
Jl Pull requests 
IH Wiki 

■V Pulse 
[ill Graphs 

HTTPS clone URL 
| https://fiithub.c«r 

You can clone with HTTPS or 
Subversion. © 



S Clone in Desktop 
<j> Download ZIP 



Download your data 



Your account, your data. 
Download a copy 

Create an archive with your data from Google products. 
Manage archives 



4* 

BP M 



Select data to include 

Choose the Google products to include in your archive and configure the settings for each product .This 
archive will only be accessible to you. Leam more 
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+1s 



h Bookmarks 



Calendar 



i= Contacts 



Drive 



Details 



Select none 



HI Blogger All blogs 



All calendars 

vCard format 
All files 

PDF and 3 other formats 
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Cirlnri 1 T(ii>l'. 




1 sh-are 
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Name 

New folder 
photos -13 
JJ stuff, etc 
To_Do 
, work 
dcc.oxp: 

julie first birthday.mov 
ifffi) Packing List Jul 20 2014.xlsx 
H RANSOMCLOUD attack investigation lea. 
i^ii schedule, old. doc 

thing:.xml 
|_j untitled.txt 





untitle older 07-?OU terminal J ?Q H- 1 1 ^ PH 
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Date modified 


Type 


Size 


4/16/2015 4:42 PM 


File folder 




4/1672015 4:42 PM 


File folder 




4/16/2015 4:42 PM 


File folder 




4.16/2015 4-42 PM 


FiIp folder 

1 1 1 t 1 ^ 1 '-I 4— 1 




4.16/2015 4-42 PM 


File folder 

1 lit 1 vlU 4— 1 




4.16/2015 4-42 PM 


Ooen XPS Docum 


196 N 


4,16/2015 4:42 PM 


QuickTime Movie 


400 K 


4,16/2015 4:42 PM 


Microsoft Excel W... 


14 H 


4/16/2015 4:42 PM 


Microsoft Word D... 


19 K 


4,16/2015 4:42 PM 


Microsoft Word 9... 


26 H 


4,16/2015 4:42 PM 


XML File 


17 K 


4/16/2015 4:42 PM 


Text Document 


1 K 



"New folder" ?!?! 





Name 

, New folder 
1^1 map.png 
Si oldsources.mdb 
t fij] press.conftalking.points.docx 

, j researchJrnpt.WQZ 

ffi, rogerproposal 4jun 2000 - Copy.tnov 

Fj\ rogerproposal 4jun 2000. rnov 

-jtaxinfoOLD.WKl 

wh thankyou for roger.indd 

^ tra vel va ccinationli^-t. STA 

7i=i untitled.WPD 



File folder 
PNG File 
Microsoft Access Databas 
Microsoft Word Document 
WQ2 File 
QuickTime Movie 
QuickTime Movie 
OpenOffice.org XML1.0 S. 
InDe:ign Document 
STA File 

OpenOffice.org XML1.0 T 




ssed size T Password , 

1,262 KB No 

12 KB No 

14 KB No 

8 KB No 

39 KB No 

39 KB No 

14 KB No 
560 KB 



Size 



Ratio 




1,263 KB 
92 KB 
18 KB 
21 KB 
313 KB 
313 KB 
30 KB 
1,468 KB 
11 KB 
,074 KB 



Date modified 

7/26/2014 6:31 PM 
7/3/2014 2:02 PM 
7/9/2011 6:43 PM 
5/15/2014 11:02 PM 
5/4/2005 10:33 PM 
6/30/2000 10:12 AM 
6/29/2000 6:53 PM 
4/2/1997 7:12 PM 
6/19/20101:22 PM 
7/3/2014 3:34 PM 
9/3/2009 12:30 PM 
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Act V: 
The Happy Ending 



..And The Secruel... 
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J0rgen Stamp , 

cremfedd for w?m . digitmlbdwaring . dk 



amazing image 




http : //commons . wikimedia . org/wiki/File : Foots teps_icon2 . svg 

https : //openclipart . org/detail/163843/detective-hat 

https : //openclipart . org/detail/158053/detective-prof ile-silhouette 
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